Tips on how to avoid Phishing Emails
 
1. Does the email seem out of the ordinary, is it normal to receive emails like this from that sender?
 
2. Check the senders email address by moving your mouse over the sender’s name (red arrow). A box will pop up with more information on the sender (green box).  Sometimes it will be obvious that it’s a phishing address, like if the address in the box is different from the displayed address in the email, but other times it might look like it comes from someone that you know.
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3. While hackers can trick the "From" to give any name they want, if you hover your mouse cursor over the From name, or click on it, in most email services you'll see the actual address pop up after a few seconds.










Is the link within the email legit?
 
1. Check the link destination before clicking it. To do this just move your mouse over the link in the email (red arrow) but don’t click it. You will see what the destination of that link is in the lower left of the window (green box). This will be the same for Chrome, Firefox, and Internet Explorer. You can see in the picture that the destination is different from what the email is telling me.
2. 
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3. You could also right-click on the link, copy it and then paste it into a text document to see where it would really send you.


























[bookmark: _GoBack]Real phishing email example

I checked it out and didn't reply to it because it has some warning signs of being a phishing email (Gmail also flagged it as spam so that made it more obvious).

1.  I have never gotten an email like this from help desk before.

2.  The email address of the sender (red arrow) is not the correct address for this kind of email.

3. It’s asking for my network user name and password (green box) which is a classic phishing technique.
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‘Scheduled Maintenance & Upgrade

Your account is in the process of being upgraded to a newest
Windows-based servers and an enhanced online emailinterface inline with intemet infrastructure Maintenance. The new servers will provide better anti-spam and anti-virus functions, along with IMAP Support for mobile devices to

enhance your usage.
To ensure that your account is not disrupted but active during and after this upgrade, you are required to kindly confirm your account by stating the details below:

* Domainluser name:
* Password:

“This will prompt the upgrade of your account
Failure to acknowledge the receipt of this notification, might result to a temporary deactivation of your account from our database. Your account shall remain active upon your confirmation of your login details

During this maintenance window. there may be periods of intemuption to email senvices. This willinclude sending and receiving email in Outlook, on webmail, and on mobile devices. Also, if you leave your Mailbox open during the.
maintenance period, you may be prompted to close and reopen.

We appreciate your patience as this maintenance is performed and we do apologize for any inconveniences caused
Sincerely,

Customer Care Team
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